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RITAMAI LEARNING THE STRATEGIC CASE FOR AI POLICY IN SCHOOLS

About this briefing

A note before you begin

A rtificial intelligence has already entered your school — through a teacher drafting
worksheets, a student polishing an essay, or an admin tool sorting admissions. The
question facing leadership is no longer whether Al arrives, but whether it arrives governed or
ungoverned. This brief makes the case that a written Al policy is not paperwork to complete
after a pilot; it is the foundation that makes safe, fair, and confident adoption possible.

How this edition is structured
o The case for a policy-first approach — why reacting after the fact is the costliest path.
o The real risks of a governance vacuum — pedagogical, legal, and safety exposure in plain terms.

o India's DPDP Act, explained for schools — your obligations, the deadline that matters, and the
penalties.

o What actually happened elsewhere — verified case studies from the US, Denmark, and India.

o The Principal's Readiness Checklist — a scannable, five-part list you can act on this term.

What we verified, corrected, and added in this edition

This document was fact-checked against primary and reputable secondary sources current to June 2026.
Three points deserve flagging up front, because they change what leaders should do:

TI- ’The deadline you I’ICCd on your ca]endar: 13 May 2027

India's DPDP Rules were formally notified on 13 November 2025. The core obligations affecting
schools — verifiable parental consent, security safeguards, breach notification, restrictions on
children's data — become legally enforceable on 13 May 2027 (an 18-month runway). The Data
Protection Board is already operational. This concrete date was missing from the original draft and is
the single most useful fact for planning.

2 - Schools are not entirely without exemptions

The Act's ban on tracking and profiling of children is real, but the DPDP Rules carve out limited
exemptions for certain bodies — including educational institutions — where processing is necessary
for the child's safety or the school's legitimate functions (for example, monitoring for safeguarding).
This is a narrow allowance, not a loophole, but the original framing overstated the absoluteness of
the ban. Treat the exemption as something to confirm with counsel, not assume.

3 - One Widely—cited statistic carries a caveat

The claim that "only 11% of US districts followed strict privacy vetting" is plausible and consistent
with the broader evidence of weak vetting, but a clean primary source could not be confirmed. We
have retained the point — vetting is the exception, not the rule — while presenting it as an
illustration rather than a hard, sourced figure. Principals should treat round statistics in any vendor
pitch with the same caution.
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RITAMAI LEARNING THE STRATEGIC CASE FOR AI POLICY IN SCHOOLS

The strategic argument

Why policy must come first

In the old technology cycle, schools bought a tool, tried it in a few classrooms, and wrote rules later.
Generative Al breaks that model. Unlike traditional software, these systems are dynamic and unpredictable:
they process, store, and generate data in ways that can quietly carry student information outside the
school's walls. Writing the policy first is how leadership keeps structural authority over what enters the
building.

’ Institutional Al Policy

Sets the baseline — ethical lines, security minimums, and what Al may and may not decide in your school.

é Strategic Procurement & Vetting

Filters vendors against that baseline. The burden of proof shifts to the seller, not the school.

¢ Classroom Adoption & Integration

Only vetted tools reach students and staff, under usage rules everyone already understands.

A policy is a filter, not a fence

The EdTech market is crowded with legacy products rebranded as "Al-powered" and venture-backed
startups making unverified claims. A policy that defines your baseline criteria before you take a sales call
forces every provider to demonstrate compliance up front — protecting you from vendor lock-in, hollow
performance claims, and contracts that quietly compromise student privacy.

It protects the human in the loop

Al turns the familiar teacher-student relationship into a triad: Teacher - AI - Student. Good policy fixes Al
firmly in the role of decision support, never autonomous decision-maker. It names the decisions that must
stay human — grading, discipline, special-education placement — protecting students' due process and
guarding against automation bias.

It ends the anxiety of the undefined

Without guidance, schools swing between two failures: risk-aversion, where good teachers avoid genuinely
useful tools for fear of breaking unwritten rules, and reckless experimentation, where a well-meaning
teacher pastes a class list into a public chatbot. A clear policy gives staff a safe sandbox — permission to
innovate inside known boundaries — and reassures families that their children's wellbeing is actively
protected.

The one-line version for your board

A policy written before adoption costs a few months of committee time. A policy written after a
breach, a wrongful-cheating accusation, or a vendor collapse costs money, trust, and — under the
DPDP Act — potentially crores. Upstream governance is the cheapest insurance a school can buy.
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RITAMAI LEARNING THE STRATEGIC CASE FOR AI POLICY IN SCHOOLS

What is actually at stake

The cost of governing nothing

Deploying AI without a policy exposes a school across four fronts at once — in the classroom, in the data
centre, in the courtroom, and in the community. None of these are hypothetical; each has already played
out somewhere.

Pedagogical - Cognitive of‘ﬂozlding

The most immediate classroom risk is cognitive offloading — students handing the cognitive struggle that
produces real learning to a model. Without boundaries on permissible assistance, take-home essays and
homework can quietly stop developing critical thinking and original composition. Teachers are equally
susceptible: leaning on auto-graders that return generic feedback erodes the relationship that makes
feedback matter.

Equity - A\lgorithmic bias & unreliable detectors

Models trained on biased historical data reproduce that bias — skewed behavioural-risk scores, or quietly
steering minority and disabled students away from advanced courses. A specific, well-documented harm:
Al "cheating detectors" are unreliable and produce false positives at higher rates for non-native English
speakers and neurodivergent students. An accusation built on an unvetted probability score can cause real
distress and lasting damage to a student's record.

Security - Schools are high-value targets

Schools hold dense, sensitive records, which makes them attractive targets. When staff paste personal
data, behavioural notes, or health information into public models, that text can be absorbed into vendor
systems — a permanent, unauthorised disclosure. Rigorous privacy vetting before adoption remains the
exception rather than the norm, which is precisely the gap attackers and careless data flows exploit.

Sll"‘Cl'.\' 0 S}‘nl‘hctic l]]Cdill zmd P(.‘Cl' ]]'.ll‘lﬂ

Unrestricted access to image and voice generators has produced a new category of student-on-student
harm — non-consensual deepfakes and Al-assisted cyberbullying — and many schools have no policy
mechanism to discipline it. In India this collides directly with the POCSO Act's mandatory-reporting duties,
making it a child-protection obligation, not merely a conduct issue.

ThC pattern across a]l four

Every one of these risks is cheaper to prevent in a policy than to manage after the fact. A single clause
— "no sensitive student data in unvetted tools," "human review before any cheating sanction,’
"synthetic media targeting peers is a safeguarding matter" — closes an entire category of exposure
before it opens.
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RITAMAI LEARNING INDIA'S DPDP ACT — EXPLAINED FOR SCHOOLS

The law that now governs you

Children as a protected class

I ndia's Digital Personal Data Protection Act, 2023 and its DPDP Rules, 2025 create one of
the world's strictest regimes for children's data. For schools, three ideas carry almost all
the weight.

1 - Your school is the "Data Fiduciary” — and the liability does not transfer

Any entity that decides why and how personal data is processed is a Data Fiduciary. Every school — public
or private, for-profit or not — is one, because it controls student, parent, and staff records. When you bring
in an EdTech platform or Al tutor, that vendor is a Data Processor. The crucial point: accountability stays
with the school. If your vendor leaks data or misuses it, the school remains answerable. You cannot
outsource the liability along with the service.

2 - In India, a "child" means anyone under 18 — your entire student body

Where Europe's GDPR lets the digital-consent age fall to 13-16, and the US COPPA sets it at 13, India draws
a single bright line: under Section 2(f), a child is anyone who has not completed 18 years. That means your
whole K-12 population — including a 17-year-old in Class 12 preparing for boards — sits inside the Act's
heightened protections. There is no "senior student" exception.

3 - The deadline that should be in your diary
The DPDP Rules were notified on 13 November 2025. Enforcement is phased:

o Immediately: The Data Protection Board is constituted and operational.
o ~November 2026 (12 months): Consent Manager registration opens.

o 13 May 2027 (18 months): The obligations that matter to schools become fully enforceable —
verifiable parental consent, security safeguards, breach notification, data minimisation, and the
children's-data restrictions.

Read 13 May 2027 not as a distant date but as the end of your preparation window. Realistic

compliance programmes take 9-12 months, so the practical start line is now.
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INDIA'S DPDP ACT — EXPLAINED FOR SCHOOLS

Your core obligations, in plain terms

Obligation What it actually requires of a school

Verifiable Parental Consent
Section 9(1)

Clear, specific notice
Section 5

No tracking or profiling
Section 9(3)

The wider child-protection stack

Real verification that the consenting person is an adult guardian — via
DigiLocker, a verified token, or identity details captured at enrolment. A tick-
box, a pre-filled form, or a self-declared age gate does not qualify.

A plain-language notice listing exactly what is collected (biometric attendance,
CCTV, class recordings, learning analytics), why, who it is shared with, and
how to withdraw. Bundling school purposes with marketing or analytics is
non-compliant.

Behavioural tracking, profiling, and targeted advertising to children are
prohibited. Pedagogical personalisation may be defensible; commercial
profiling or reselling minor data is banned. Limited safety/functioning
exemptions exist for schools — confirm scope with counsel.

DPDP works alongside the POCSO Act (mandatory reporting of digital child
exploitation), the IT Act, the Bharatiya Nyaya Sanhita, the Juvenile Justice Act,
and NCPCR guidance. Your Al policy must sit inside this stack, not beside it.

The penalties, verified against the Schedule

Maximum penalties under the Schedule to the DPDP Act. Actual amounts are set by the Data Protection Board, weighing the nature,
gravity, and duration of the breach and any remedial action. Critically, penalties are per violation — a single incident can trigger

several at once.

Section Contravention Maximum penalty How it bites a school

8(5) Failure to keep reasonable security An unvetted classroom app leaks
safeguards against a breach. or scrapes student profiles.

9 Failure on children's-data duties — An adaptive tool tracks pupils
profiling, tracking, or no verifiable with no auditable parental
consent. consent.

8(6) Failure to notify the Board and affected A school conceals, or is slow to

parents of a breach.

report, a vendor system breach.

10 Significant Data Fiduciary duties (e.g. Large school groups / learning
annual DPIAs). portals processing data at scale.
Other Failure to honour data-principal rights A school refuses to delete a
(access, correction, erasure, withdrawal). former student's records on
request.

A sobering arithmetic. Because penalties stack per violation, a single careless deployment that both
leaks data and goes unreported could, in principle, expose a school to X250 crore + X200 crore
simultaneously. The point is not to alarm — it is to show why a one-page policy clause is the

cheapest line item in the building.
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RITAMAI LEARNING EVIDENCE — WHAT ACTUALLY HAPPENED

Lessons from global adopters

Verified case studies

The following accounts have been checked against contemporaneous reporting. Where the original draft
stated allegations as fact, we have corrected the framing — because a brief that overstates is as dangerous
as one that under-warns.

New York City Public Schools

In January 2023, weeks after ChatGPT launched, the largest US district banned it on school devices
and networks, citing plagiarism and accuracy fears. By May 2023 the district reversed course:
students simply used home networks, which widened the equity gap, and the ban was denying
students Al literacy. NYCPS replaced prohibition with the Education Risk Management Assessment
(ERMA) — a 10-step vetting gate every tool must clear — paired with a Red / Yellow / Green "traffic
light" for classroom use.

Lesson: Banning is not a policy; it is the absence of one. Structured vetting beats both prohibition and free-
for-all.

LAUSD & the "Ed" chatbot

In March 2024, LAUSD launched "Ed," a personalised chatbot that pulled together attendance, grades,
discipline, and health data. Within roughly three months the developer, AllHere, furloughed most
staff amid financial collapse, and the district shut Ed down on 14 June 2024. The matter later drew
federal scrutiny — a DOJ grand-jury subpoena in 2024 and, by early 2026, an FBI search connected to
AllHere. A former engineer alleged student data was handled improperly; LAUSD maintained
contractual protections applied.

Lesson: Never build a student-advisor platform on a single unproven vendor without escrow, data-

ownership, and bankruptcy-contingency clauses written into the contract first. (Note: the data-mishandling
claim is a whistleblower allegation, not an established finding.)

Helsingor, Denmark — Google Workspace REGULATOR INTERVENTION

Starting from a 2019 parent complaint, Denmark's data authority (Datatilsynet) found that a
municipality's use of Google Chromebooks and Workspace for Education let student data be used for
Google's own purposes without a sufficient legal basis. After a multi-year saga of orders, suspensions,
and revised assessments, the pivotal 30 January 2024 decision extended to 53 municipalities on the
same setup, forcing them to change their data flows or stop processing.

Lesson: Even a market-leading, "trusted" cloud provider does not absolve you. You remain liable for doing
your own upstream risk assessment and keeping an auditable data map.
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RITAMAI LEARNING EVIDENCE — THE INDIAN CONTEXT

Closer to home

What India's own record shows

Global cautionary tales matter, but Indian leaders learn most from Indian examples. The picture here is
genuinely two-sided: real, working successes alongside a recent, very public failure of governance.

Where it has worked

Gujarat - Vidya Samiksha Kendra

Gujarat's state command-and-control centre uses predictive analytics over attendance and
performance data to flag students at risk of dropping out early, so schools can intervene before a
child is lost. It has become a national reference model — and, crucially, it keeps the human educator
in the decision seat: the system surfaces who needs help; people decide what to do.

Why it works: A tightly-scoped purpose (dropout prevention), a clear human-in-the-loop, and state-level
data stewardship rather than ad-hoc app adoption.

Uttar Pradesh - SwiftChat | National - DIKSHA

UP deployed an Al assistant (SwiftChat) to help para-teachers in rural schools with lesson plans and
doubt resolution — extending scarce expertise, not replacing it. Nationally, DIKSHA uses
recommendation engines to deliver personalised learning paths across state boards, addressing the
scale of 250+ million learners. In both, Al is a force-multiplier for teachers that addresses a concrete
capacity gap — not novelty for its own sake.

WhCI’C governance f311Cd

CBSE OSM Portal & the 2026 incident

In June 2026, CBSE's online result and evaluation ecosystem became the centre of a national
controversy. Class 12 students acting as ethical hackers publicly claimed they reached the OSM
evaluation portal within minutes, alleging master passwords, OTP bypasses, and unencrypted
storage. A parliamentary panel later heard that CERT-In had flagged vulnerabilities between
February and May 2026, reportedly finding one portal unsuitable for production. CBSE maintained
no data breach or unauthorised access occurred, and that coordinated attacks were mitigated with
help from IIT Kanpur, IIT Madras, [4C and CERT-In.

Lesson: Whatever the final findings, the episode shows what happens when a high-stakes, child-data
system is launched under deadline pressure without security designed in from the start. For a single school,
the same failure mode — adopting fast, securing later — is exactly what the DPDP Act now penalises.

The Indian takeaway — India is not waiting to see whether Al belongs in schools; a national AI & Computational
Thinking curriculum reaches Class 3 upward from 2026-27. The successes show the upside is real when
purpose is narrow and the teacher stays central; CBSE shows the downside when governance lags adoption.
Your policy puts your school on the right side of that line.
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RITAMAI LEARNING THE PRINCIPAL'S READINESS CHECKLIST

The Principal's Readiness Checklist

his is the part you can act on. We have stripped out the legal cross-references that
cluttered earlier versions and rewritten every item in the language of running a school.
Scan it, tick what you already do, and your gaps appear in minutes.

How to use it

Five dimensions, each a short list of plain checks. Work top to bottom. Anything unticked is a
conversation for your task force, IT lead, or advisor. No legal or technical background needed — that
is the point.

Protecting Student Data

The technical and legal safequards that keep children's information safe.

Keep a list of every Al tool in use

One simple register: tool name, what data it touches, where it's hosted, and why you use it. You can't govern
what you can't see.

Get real parental consent — not a tick-box

Verify the person consenting is actually the parent (e.g. via DigiLocker or details captured at admission). Pre-
ticked forms don't count.

Write a privacy notice a parent can read

One page, plain language: what you collect, why, who sees it, how to say no. No legal jargon, no bundling with
marketing.

Collect less, delete on time
Take only the data the task needs; delete student records once the purpose is done. Less data held means less
data at risk.

Insist on encryption
Ask vendors to confirm data is encrypted in transit and at rest, and that they won't use your school's data to
train their products.

Have a breach plan ready

Know in advance who to call and how to notify the Board and parents quickly. Decide this before an incident,
not during one.

Check where the data lives

Confirm your vendors store student data within legally permitted locations — ask for it in writing.
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RITAMAI LEARNING THE PRINCIPAL'S READINESS CHECKLIST

Learning & Fairness

Keeping Al a help to thinking, never a replacement for it.

Update your academic-honesty rules

Say clearly, per subject, when Al help is allowed and require students to disclose how they used it. Ambiguity is
what causes disputes.

Keep big decisions human
No Al should be the sole basis for a grade, a placement, or a punishment. A teacher decides; Al may inform.

Don't trust Al cheating-detectors blindly
They wrongly flag non-native English speakers and neurodivergent students. Require a human review before
any penalty.

Teach students how AI works
Build age-appropriate Al literacy — how models work, privacy basics, spotting bias and errors — so students
use it wisely, not blindly.

Address deepfakes and Al bullying
Update anti-harassment rules to cover Al-made fake images or audio of peers and staff — and treat it as a
safeguarding matter.

Staff & Classroom Use

Clear, fair rules for the people using Al every day.

Give teachers an Acceptable-Use guide
Spell out the good uses — lesson plans, drafting communications — and the hard line: never paste sensitive
student data into public tools.

Set rules for office and admin staff

Allow Al to help with scheduling and operations, but never let it autonomously decide on staff hiring or
performance.

Train everyone, by role

Short, practical training on data safety and spotting Al errors ("hallucinations"). A teacher's needs differ from an
accountant's.

Clarify who owns Al-made materials

Decide ownership of lesson materials co-created with Al, and keep proprietary content out of commercial
tools.
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RITAMAI LEARNING THE PRINCIPAL'S READINESS CHECKLIST

Choosing & Managing Vendors

Making third parties prove themselves before they touch your data.

Assess high-risk tools before signing
For anything that tracks behaviour, uses biometrics, or scores students, do a written risk check first — not
after rollout.

Demand security disclosures
Ask for training-data sources, performance across student groups, and certifications (e.g. SOC 2, ISO 27001).
No answer is an answer.

Put protections in the contract
Ban data monetisation and profiling of minors; assign breach liability to the vendor in writing.

Check the vendor can survive
Assess financial stability and lock-in. Require data export in standard formats (CSV/JSON) so you're never
trapped — the LAUSD lesson.

Secure the connections
Ensure links to your student-information systems use secure, sandboxed methods and are tested regularly.

Leadership & Review

Owning the policy and keeping it alive.

Form a small Al task force
A cross-functional group — academic, IT, a counsellor, a parent voice — to steer and own the policy. It needn't
be large.

Map your data once, properly
Before writing rules, trace where student data already flows. You'll often find Al you didn't know was there.

Review every year
Re-check the policy and the tool register annually against new tools, new risks, and changing law. A policy is a
living document.

lf'you do only three things this term

(1) Build the one-page register of Al tools already in use. (2) Write the rule that no significant decision
about a child is made by Al alone. (3) Tell staff never to put sensitive student data into public tools.
These three close the largest risks for the least effort — and everything else on the checklist builds
outward from them.
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RITAMAI LEARNING PUTTING IT INTO PRACTICE

From checklist to enforced policy

A sequence you can follow

Working through the checklist tells you where you stand. These six steps turn that into a living policy your
community trusts.

1.

Draft the policy. Convene the task force; turn checklist gaps into a plain-language document parents
and staff can actually read.

Consult the community. Share the draft with teachers, students, and parents. Open a 30-45 day
feedback window so people feel heard, not handed an edict.

. Adopt and embed. Pass it formally, then fold the key clauses into student handbooks, staff contracts,

and supplier terms.

Roll out in phases with training. Start with staff training on data privacy and acceptable use before
tools reach students.

. Add a living "Al Playbook." Keep the policy stable and high-level; let a separate, frequently-updated

playbook hold the practical tips, approved tools, and lesson ideas.

Review every year. Empower the task force to audit the policy and tool register annually against new
tools and new law.

A simple way to classify any tool: the traffic light

Borrowed from NYC's model, this is the easiest framework to explain to staff. Sort every proposed use into
one of three lanes.

Red — Stop Yellow — Caution Green — Go

No autonomous high-stakes Allowed only with a teacher Encouraged: drafting parent
decisions: final grades, discipline, overseeing and validating: analysing communications, generating
placement, IEPs, counselling, or data sets, student research projects, differentiated materials, scheduling,
surveillance. Never use student data translating materials for families. and other admin that frees teachers
to train commercial models. for students.

Recommendations for leadership, in one breath

Stand up a cross-functional task force; map your data before you write rules; move from ad-hoc
buying to structured procurement with risk checks for high-risk tools; and invest in role-specific
training so staff understand the ethical, technical, and legal limits of these systems.
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Closing note

Policy is not the brake on innovation.
It is the steering.

A school that writes its Al policy first does not move slower — it moves with confidence,
because everyone knows the boundaries and the burden of proof sits with the vendor,
not the child. The runway to 13 May 2027 is exactly long enough to do this well. It starts
with one register, one task force, and one clear rule that the important decisions stay
human.
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